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Abgtract : The U-R-Safe project (1ST-2001-33352) aims at creeting tele-medicine care environment for the ederly and convaescent. This
objective is supported through the development of both a telecare concept and a technologicad mohile platform, for the home monitoring
and hedlth care provison. Theideaisto provide a portable device which autonomous monitors different biomedica sgnads and is able to
send and darm to amedical centre if an abnormdlity is detected. In theinitid version of U-R-Safe, only three sensors where included in the
platform: ECG (dectrocardiogram), SpO2 and Fal Detector. Once an darm is automeaticaly set at the medical device(s) leve (persond
network) atransmisson scenario is initiated. This one includes the transmission of some recorded data to a medica centre through awide
variety of networks and communication links (UWB radio-link, GPRS, or PSTN...). Asno connectionless transmission is able to provide
null error rate, when a deterministic QoS cannot be ensured as we use public networks, we sudied the way to protect the tranamitted
biomedica data. In this paper, we will describe the philosophy and principle for transmisson protection means and particularly some
processing solutions for combined coding/restoration processes to recover useful information in case of detalosses.

1. Introduction

Chronic conditions are becoming the first problem of public
hedth in Western countries. Due to our current hedth care
sructures, too focused in the heding of acute conditions and
providelittle or no co-ordination among different health care levels,
new emerging modds of hedth care provison for chronic petients.
To this end, the URSAFE system includes sensors (ECG, Oxygen
saturation and fall detection) that monitor the patient condition. All
are linked to a centrd unit, caled Portable Base Station (PBS),
through UWB (Ultra Wide Band) techniques. From the PBS data
will be forwarded to a medicd center over various Access
Networks (terrestrid or satllite), according to their availability and
coverage of the patient location.

When an darm is detected a the monitoring devices leve, a
transmission scenario through the complete communication link is
initiated. It includes the warning of a medica center through the
tranamisson of few minutes of patient recorded biomedicd deata.
Once those data received, amedica expertise may anadyzethe data,
to confirm the diagnoss made a patent level and eventudly
activate an emergency Stuation.

Therefore the qudity of the received daa for the medica
expertiseis very important to provide an efficient solution.

As the trangmisson uses awide variety of communications link,
arors are lidble to occur dong the transmisson chain. The way to
ensure medically-reedable information through protection (coding)
means and associated restoration processis presented here.

2. Transmisson context and issues

In the nomind configuraion 3 devices are included in the
URSAFE prototype : ECG, SpO2 and Fall detector. The latter units
provide mid term samples of a numericd which is compared to a
medicd threshold. But the ECG provides more complex and

complete informetion about the patient condition and shal be
continuoudy andysed (over few minutes). Thus our scenario
includes the transmission of the last minute of the recorded ECG to
the medical centrefor expertise.

According to the different charecteridtics of the transmission
channds (bandwidth, memory storage capatiility) ligble to be used
between the sensor and the medica center, some additiona signd
processng can be reguired. These are mainly due to channd
transmission hit rate capabilities (compresson) and channel error
models (coding and restoration) thet could lead to partid datalosses.

The different links ( fixed access network (PSTN), mobile access
network (GSM/GPRS and future UMTS) or satellite interfacing
(DVB-RCS technology)) incduded in this transmission chain are
liable to induce errors on the tranamitted data. These errors/losses
can occur anytime and anywhere (according to the channd
availability, memory overflows, protocal....) during a trangmisson
process and can only be assessed in a satistica way. Indeed afixed
Qudity of Service (Q0S) does exig only if an endto-end
connection is reserved to the application. But thisis not the case for
the URSAFE project, which uses public networks between the locdl
PBS and the medical center.

As no connectionless transmisson is able to provide null error
rate, when aquantified QoS cannot be ensured, the common way of
obtaining the desired data when a transmisson error is dated
(through error detection coding) is the use of a retransmission
process. The receiver thet noticed the transmission error asks for the
resending of the data But whatever the retransmisson process
(ARQ protocol) of the different layers of the protocals (either TCP
in the IP one, or in 3 different sub-layersin GPRS), there is no way
to provide null error rate (excepted if an infinite transmisson delay
is acceptable). According to the medicd application of the
URSAFE concept the maximum acceptable delay has been stated.

In theits basdine form of the URSAFE concept the system is not
dedicated to emergency cases (no information about the patient



location is included in the system). But in future developments of
the system, more regtriction about the transmisson delay will be
required for an efficient emergency service provison.

Thus we can sum up the tranamissons chain (and its specificity)
in the URSAFE concept concerning the ECG data (the longest to
transmit) in two segments of 30 seconds each (before and after
darm event sdtting):
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When a complete ECG message of 30sec length has been

received at the PBS, the tranamission to the medica center is
initiated. One of the three possble networksis selected by the PBS.
The data binary message length is organized in packets (which size
can be parameterized between 0 — 2048 bytes) and transmitted on
the selected network which uses a specific protocol.
If some errors (packet 10ses) are detected in the different layers of
the data exchange protocol, then retransmisson processes teke
place (based on the multiple retransmission ARQ protocol(9)),
introducing delays in the globa message transmission. It is not
generdly possible to intervene et the sub-layersleve to modify the
ARQ processss and thus to stop the mulltiple retransmissions. Thus
according to the medica side (service needs) we will haveto define
a time out point, which is the maximum time dday until we
consider the associated packet aslost. At Medica Center levd, due
to the use of an eror detection code (CRC) on the transmitted
binary data, we are able to know which packet is missing or lost
and which packet ismissing according to thetime out delay.

Thus from the 9gnd processng point of view, we can only
base our gpproach on gatigtics of the missing packets, that isto say
the packet |loss probability. It may be possible to have this Satistic
as afunction of the retransmisson deay, but our inputs from our
partners respongible for the transmissions over the mobile access:
“Packet |oss does occur over GPRSIinks in both the downlink and
up-link directions, but the incidence is relatively rare, and hard to
quantify. When loss does occur, it is quite likely to occur in bursts
of consecutive packets. As a general guiddine, in core network
design the packet 1oss probability isideally set to 1% (however in
real life can vary between 1-2% dependent on CDMA, FDMA,
TDMA schemes and the factor mentioned above).”

With such inputs we can sudy the compromise between the
restoration dgorithms at medica center level to recondruct the
missing data (lost packets) and the design of both the packet size
and the data coding scheme.

3. Data or ganisation

Indeed if neither compression nor specific coding schemes were
used, the loss of packets (which occur in bursts) will directly lead to
alossof datatempord samplesin the received Sgndl.

For ingtance, according to the provided datigtics, with a packet
length reduced to a single byte (approximation), the transmisson of
the 30 sec (9375 bytes) could result in the worst case in the loss of
about 150 consecutive samples (in the worgt case a Sngle burst of
2% packetsloss).
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In ancther hand when the transmisson is initisted, some
additiond bytes are added to the ussful message (bytes for
synchronization, identification, or CRC...). Therefore with a packet
size reduced to asingle byte (for ingtance if we consider 4 additiona
bytes for the protocol overhead) the tota amount of data to be
transmitted will be multiplied in afactor 7!

We can dready point out the advantage of a specific coding
which interleaves (or scrambles) thetempord data Thisinterleaving
has to be done such that the successive packets don't include the
successve tempord samples and the resulting burst(s) of packet
losses reault in smdler “holes’ in the received and recongtructed
tempord data. Thus, from the coding scheme point of view, it would
be more efficient to reduce the packet size to the one of a single
tempord sample. Then the resulting losses will result in independent
holes (a mgority of isolaed samples) in the find (decoded)
tempord data But from transmisson point of view the packet
cutting up induces the transmission of additiond deta to the useful
packet itsdlf. Thus the reduction of the packet size to a single
tempora sample degrades the globd useful binary rate. Looking for
this compromise with regards to the packet size is one of the
objective of the coding / data organization studly.

4, Strategy and solutions to overcome the
transmissions|osses

A defined QoS exigts only if end-to-end connection is reserved to
the gpplication and this is not the case for URSAFE. Therefore, a
srategy has to be decided. At the end user Sde, the medical doctor
can receive data (ECG dgnds, mainly) with some possible “holes’
in it, due to packet losses. The length of the missing samples is
directly function of thelogt packetslength.



Two possihilities can occur:

- Hither these packets arrive within an acceptable delay and the
display isupdated,

- Or these packets none not arrived after amaximum accepteble
delay (acceptablefor the medicd end user, TBD).

Inthislast case, some restoration agorithms can be used in order
to propose a way to restore the missing segments in the ECG
digplay. Obvioudy, these restored samples will be highlighted (or
displayed in a different color) in order for the medica doctor to be
aware of the portions of ECG which have been restored. Assoon as
the missing packets arrive at the user end Sde, the restored samples
will bereplaced by thered data

4.1 State of theart of restoration scheme.

The recongtruction of partidly known signas has been widdy
studied in the signd processing literature. A very good review can
befoundin[1]. Deeper studiescan befoundin[2] and[3].

In these papers, it is assumed that the Sgnds are partidly known
in the sense that only a subsat of its samples is supposed to be
available for measurement. The problem is then to determine the
signd from the available samples. However, the perfect recovery of
missing samples from an arbitrary signd is of course impossible.
This does not represent a difficulty since the sgnds we are faced
with bdong to the “red world” and often satisfy some known
condraints. The condraint extensively used in recovery of missing
samples is the frequency band-limitation. In the case of ECG
sgnds, sampled at 250 Hz, this condraint can be considered.
According to [4] it is clear that ECG signds can be assumed to be
band-limited between 1 and 30 Hz.

In what follows, asigna with N samples is described by a N-
dimensond vector x. The elements of the vector are denoted by
X(0), X(2),...X(N-1) and corresponds to the samples of the sgnd.
The Discrete Fourier Transform (DFT) of the signd isthe vector X
defined by:

1 -k
X(k)y=a x(ne M.

n=0
A dgnd x is band-limited if its DFT vanishes on some fixed s,
ie:
X(k)y=0 for ki {02122 M}
Therefore, the band-limited signdl is called alow-pass signdl, band-
limited to 2M+1 harmonics. In this case, it can be shown thet:

%t sinfp(2M +1)(n- k)/N]
XW=a X0 b (- KIN]

This reaion is the base of mog missng sample recovery
dgorithms. In order to represent the problem of missng samples,
let us introduce a sampling operator D which maps a sgnd into
another by setting to zero a certain subset of its samples. In matrix
form, this corresponds to multiplication of the signa vector x by a
diagond matrix D containing only zerosor ones.
y = Dx

Given the observation y, how can we recover x from'y ? In order
that the problem be well-posed, atrivia necessary condition is that
the number of samples of x that D preserves should be at least equal
to 2M+1, i.e. the dimension of the subspace of the low-pass sgna
x. Thefollowing proposed agorithms dedswith that case.

For ECG signds, M issuch that:
M = 2 N =0.12N
250

Therefore, the above condition on ECG isthat it remains at least
24% of samples. But note immediately that this represents a
theoretica minimum condition. In practice, it is obvious (and dso it
can be demongtrated) that the efficiency of missing sample recovery
agorithms will highly depend on how the missng samples are
digtributed over the totd N samples. The worgt case is when the
missing samples are contiguous, as in the case of extrapolation
problems. Scattered missing data usudly leads to well-posed and
stable recongtruction problems, wheress extrapolation leeds to ill-
posed, numericaly difficult problems. In Smulaions and validations
of the proposed agorithms, we will consider the worst casg, i.e. the
cae where the missing samples are contiguous. B, it is important
to note that the same recongtruction agorithms can be used in the
caxe of scatered missing data with better results. Therefore, it will
be interesting to propose a packet formation for ECG transmission
in order to minimize the probability of missing samples to be
contiguous (see section 3).

4.2 The PapoulisGer chberg algorithm

The higtorical firs method proposed for the mising deta
problem is the PapoulisGerchberg (P-G) dgorithm. This is an
iterative method, each iteration being based on atwo-step procedure
: filtering and re-sampling. The dgorithm isinitidized by

x(© = y

At esch iteration k, the DFT of the vector X¥ is computed and
filtering is performed, band-limiting the DFT to 2M+1 non-zero
harmonics Then the inverse DFT redores the time domain
knowledge in which we reinsart (by a sampling operation) the
known samples of y and keep the estimated samples corresponding
to the initidl missing samples. This gives the new vector X%, The
iteration process can go on. Anillugtration of the two-step procedure
(filtering by computing the DFT of the input signa vector and re-
sampling by reinserting the known samples) isgiven below :
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In order to vdidate this agorithm, it has been applied to a
smulated signd: afiltered white noise such that M=16 and N=512.

Simulations of missng samples have been achieved, assuming
that the missing samples are contiguous. The main drawback of P-G
agorithm lies in its convergence rate. When the missing sample
number is smadl, afew iterations are necessary to get a quasi-perfect
result.



However, the results of Papoulis-Gerchberg dgorithm are less
impressive when the number of missing samplesis moreimportant

The next figure presents the results obtained for 40 missing
samplesin the test Sgnd. In this case, the number of iterations has
to grow sgnificantly in order to bring a satisfying result: after 1000
iterations, some error remains : the SNIR is around 25 dB, inducing
thet this number of iterations should be higher:

Result of Papoulis-Gerchberg iterations

Iteration 1000

Iteration 100
Iteration 50

o
Iteration 1 4. samples

Fig4
In order to fasten the convergence, we propose to initidize the
Papoulis-Gerchberg  dgorithm with a linear interpolation of
missing samples rather than with null vaues. This dlows in the
cae of 40 missing samples, to end with a SNR of around 45 dB
after 1000 iterations.

The mgor drawback of the Papoulis-Gerchberg iteration
and amilar methods lies in its convergence rate. The convergence
hes been egablished in the case of contiguous known samples.
However, a more generd dgorithm has been proposed, linked to
congtrained iterdtive restoration, by introducing a relaxation factor,
m and a sequence of successive gpproximations:

x kD =Ty ()

Where the operator T is defined by

T()=my+(i - mD)BY()
yistheinitid signd vector (with null vauesfor missing samples), |
is the identity matrix, D the sampling matrix (defined in the
beginning of 21) and B is the operator corresponding to the
filtering operation. Note that if nm+1, this agorithm is equivadent to
the classical Papoulis-Gerchberg one.
In order to optimize the convergence rate of the agorithm, the
vaue of mcan be computed depending on D and B.

This condrained iterative verson of the Pgpoulis-Gerchberg
agorithm has been dso implemented. As waited, the convergence
rate of the previous studied Papoulis-Gerchberg isimproved.

At iteration 1000, the recongruction is dmost perfect, with a
SNR of 60dB. Comparisons with Papoulis-Gercherg dgorithm are
made on next figure, from a convergence rate point of view.
Computing the optima relaxation factor brings many
improvements.

For 40 missing samples

moptimal
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The previous iterative recondruction agorithms are useful in
connection with many recongtruction problems. However, whenever
there are long contiguous gaps of missing samples, the convergence
rate fals down to very low vadues The minimum dimension
formulations presented in next paragraph leadsto better results

4.3 Minimum Dimenson formulations

The computational requirements necessary to complete one
iteration of the Papoulis-Gerchberg or its congtrained variaion is not
dependent on the number of missing samples. These agorithms
operate on N-dimensiona vectors and the computational burden per
iteration is mainly due to the filtering operation, which requires
O(Nlog,N) arithmetic operations usng Fast Fourier Transform.
Thefirg interest of the minimum dimension method is that it leads
to sats of linear equations for the unknown samples, with as many
equations as unknown samples, thus less cost-computive than
Papoulis-Gerchberg dgorithms.

The basc formulation of minimum dimension restoration
agorithms lies in the sampling theorem. Any band-limited sgnd
with a spectrd band Df (the spectrd contents of the signd lies
between - Dff2 and + Dff2) can bewritten as:

x(t)=Df é: x(n)ﬁ—rSJi fngftﬁt-n”))

Wheretisan arbitrary timeingant.

This well-known formula can be gpplied in the discrete case of
an N-dimensond signa with unknown and known samples. Let us
note U the subset of indices of unknown samples and K the subset of
indices of known samples. The above formula can be it in two
ums: one taking into account unknown samples, the other one on
the known samples:

x(k) =Df § x(n)sinc(Df (k - n))+ Df § x(n)sinc(Df (k - n)) for kT U or kT K.

This formula is true on every sample x(K), either known or
unknown. But we focus our interest in using this equation for each
unknown sample. This leads to a st of equations, the number of
which is equd to the number of unknown samples. This st of
equations can be written in ameatrix form:

Xmiss = S(miss + h

Where Xiss represents the missing sample vector, Sis a matrix of
cardind sinus (a sub-matrix of the Papoulis-Gerchberg matrix T)
and hisavector computed from known samples. Then, if I-Sis non-
singular, any solution for linear equation system can be used to solve
thiseguation. Iterative and non-iterative dgorithms exig.

We have implemented the minimum dimension dgorithm in a
nor-iterative form. The results on the test signa are so good that it is
imposshle to represent a recondruction SNR snce “the
recongtruction error remains almost null for a length of contiguous
missing samplesfrom 1 to 150!” For alength of contiguous missing
samples higher than 150, some ill-posed problem appears the
matrix |-Siscloseto besingular.

Therefore, this kind of dgorithms seems very interesting, even if it
presents some ungtability (but in extreme cases).



4.4 Validation on ECG signal

Even if ECGs are band-limited signds, they are non-dationary
which may degrade the proposed dgorithm performances.
Moreover, restoration agorithm results may highly depend on the
position of the missing samples. Therefore, dl proposed dgorithms
have been tested on portion of 512 points of ECG signas and for
different locdlizations of the missing samples.

Firgly, PapoulisGerchberg agorithm (P-G adgo.) has been
gpplied. The next figure presents some results on restoration error
power versus length of missng samples, for some tested
locdizations of the missing samples and for different iteration
number.
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On each sub-figure, 4 curves have been drawn, depending on
the iteration number of the P-G dgo (10, 100, 500, 1000). For
some sub-figures, these 4 curves are superimposed, meaning that
the number of iterations has not to be very highin order to get good
results. In the the worst case, the number of iterdtions is of
importance and the maximum length of missing samples that can
be recovered isaround 5 to 10, depending on the iteration number.

This represents a result of maximum 1% of 2% of contiguous
missing samples which can be recovered using the Peapoulis-
Gerchberg dgorithm. Note thet if the missing samples where not
contiguous, obvioudy, the percentage of missing samples which
can be recovered by this dgorithm would be higher.

The condrained iterative restoration agorithm which
belongs to the same dlass of dgorithms than the Papoulis-
Gerchberg one gives smilar results on ECG sgnds. Note that the
computing cogt of optimum relaxation factor may be a srong
drawback of this dgorithm, since the restoration agorithms are
used while the user end system will wait for the logt packet to
arrive.

The lagt proposed agorithm, the minimum dimension formulation,
peforms vey wdl on ECG dgnds usng the proposed
modification (pre-filtering with an ided filter at the assumed cut
frequency, here, 30 Hz). The problems of ill-conditioned matrix
gppear for a number of contiguous missing samples exceeding 45
(over 512). This seems a vaue above which the trangmisson
problem should not be. However, if error propagation studies lead
to condder that such percentage of contiguous missing samples can
have a non-negligible probability, solutions exigt, by implementing
sophidticated dgorithmsfor linear sysem solving.

What is more important, is thet the results given by this agorithm
are far better than the one obtained with Papoulis-Gerchberg based

one. Firg, the evolution of the restoration error power as a function
of the number of missing samples does not depend on the position
of these missng samples, as was observed for Papoulis-Gerchberg
agorithm. Whatever the position, the error has the same shape than
the one presented below. We have chosen to present the results
obtained when the missing samples are located on the QRS wave.
As can be seen, the error power is less than with the P-G dgorithm
and dlows considering that a maximum of 40 contiguous missing
samples can be recovered (over 512).

Restoration error power for ECG,
Minimum Dimension formulation and pre-filtering
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4.5 Data organisation to be compliant with therestoration
capabilities

From the previous reaults, a user end leve, the restoration
process is able to restore 40 successive missing samples within a
window width of 256 samples. As the data are basicaly coded on
10bits, thisalows aloss of 400 bits or 50 bytes.

Therefore the maximum data message length to tranamit in the
URSAFE project (without compression) is 75Kbits or 9.375K bytes
(30 s=c of recorded ECG). Thus the maximum data length ligble to
belogt isaround 200 bytes!

Conseguently it necessay to condder a gspecific data
organization prior to transmission. For ingtance, such a code could
dat with the direct time binary coding followed by a packet
segmentation with a length equa a most to 50bytes (40 tempora
samples). We could then permute these packets to decorrelate their
organization. Then if losses occur, in the case of aburg of 187bytes
losses (nearly 4 packets) the resulting temporal sample losses won't
be contiguous. Indeed after decoding packet losses will result in
“reduced” holes of 40 samples (50bytes) but not contiguous. To be
more protective we can think of margin on the packet gze, if we
reduceit to 40bytes (32 tempora samples)...

Theresulting specifications for the data-coding scheme are the
fallowing:

- packet length : lessthan 50 bytes

- coding : shal ensure that 2 successive tempord packets are

more digant than 4 (number of successve packet
losses)* N=187bytes/packet_|length packets in the resulting
code.

Thus, we propose to divide the total message length (30s of
ECG) in blocks of K tempord samples. Then an interleaving code
of these blocksis performed before binary packing and transmission
(M blocks in a packet). According to the maximum data length
restoration capability, (40 from section), the block szing can be
conddered between 1 and 40 samples.

The propagation of packet losses through the decoded data
isillustrated on the Fig.8 (In this figure, it is assumed that only one
packet is corrupted (in red) during the transmission):
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The am of the interleaving is to ensure that the resulting
“holes’ (in the recovered signd) have a length below 40 samples
and are separated & least by 256 samples, according to the
restoration capabilities. For that purpose, we have studied the
compromise on block length, packet Sze and spacing between two
consecutive blocks in the interleaving coded message. For our
goplication, one good compromise seems to be the following
interleaving scheme:

- ablock length of K=20 samples (lessthan max restorable hole
length=40)

- M=25intertwined blocksleading to 15 blocks sequences
dong thewhole 30 seconds of ECG

- apacket length of 256 bytes (according to the UWB link).

With such a coding scheme, smulations results showed that
even for 8% of packet losses the combined decoding/restoration
scheme dlow to recongruct a more functiond sgnd for amedical
expertise. On Fig.9 thefirg signd isthe one including burst packet
losses effect without interleaving coding (Sgna not available =
holes); the second shows the same amount of losses effect obtained
with the interleaving scheme and the letter the reconstructed signd
(recongtructed parts are highlighted in red). A specific zoom on
origind signd, reduced losses and recondructed part is aso
proposed.

]

The efficiency of the proposed restoration scheme was proposed
to medica expertise who recognized the efficiency of the process if
the recongtructed parts were specificaly labeled.

5. Conclusons

All the proposed SW solutions have been presented and
evauated through smulation results with sgnals adapted to our
application objectives: transmission of 30 sec of recorded ECG.

We defined an efficient solution to answer non “in mind”, but
effective, packet lossesissues among the access networks.

Asthe globd restoration process is highly modular, Since it can
be eedily apply to bandpass limited sgnd and not only to ECGs.
Moreover or combined interleaving/retoration principle can be
designed and parameterized (in terms of blocks length, packet size)
to fulfill other transmisson channe capabilities in terms of loss
probabilities.
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